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ALWAYS ON

Citizen surveillance places new
expectations on service providers

f there’s something we can learn from United Airlines’ recent tribulations, it’s that

public relations has become about as public as it can get.

I’'m not going to pontificate on what United did wrong, or how or why an
incident such as the forcible deplaning of 69-year-old physician David Dao was allowed
to happen as it did. But it seems clear that the situation quickly mushroomed into a
full blown public relations nightmare due to the fact that the incident was recorded by
another passenger and posted on Facebook.

The treatment of passengers at the hands of major airlines has become an
especially popular topic since all that occurred in April. There have been other
.................................................... incidents of passengers asked to vacate their seats, leave
- ) planes or suffer other ills — some of which may have

There rea”y IS gone unreported (or underreported), were it not for the
fate of Dr. Dao.

Security personnel were involved in Dao’s removal,

no such thing as

privacy in pUbllC to be sure, but most of the furor seems to have been

directed at the airline in question. But that’s not to say the
security industry is going to escape unscathed. Perhaps

spaces anymore.”

............... it will take another incident to galvanize public opinion,

. but surely something will happen — a uniformed security
representative acting aggressively or unprofessionally in public — that will put the
industry in a bad light. And assuredly it will be captured on a bystander’s smartphone.

There really is no such thing as privacy in public spaces anymore. It’s a daunting
prospect that someone’s worst day or biggest mistake will be recorded for all to see, but
that’s the world we live in today. ’m sure all security professionals at some point receive
training or education that focuses on and encourages customer service, public decorum
and utmost professionalism — and I hope it’s enough. Most people embrace that positive
culture because it’s far more constructive and ultimately a better way to live, but nobody
is perfect.

Of course, it’s not just security services that have had to step up their game. Imagine
some of the discussions that have occurred in police stations as a result of the increasing
amounts of citizen surveillance in public spaces. (Read our coverage on body-worn
cameras from the July/Aug 2015 issue for more on this topic.)

There is at least one silver lining in all this. Customer rights have been thrust into
the spotlight, which could ultimately benefit everybody. As 'm writing this, Transport
Minister Marc Garneau just unveiled a new passenger bill of rights that will protect
travellers from being removed from flights against their will. Surely other consumer
protections will follow. Also, there may be stronger recognition of the rights of workers
who suffer abuse at the hands of the public. We’ve all seen frontline workers in a variety
of roles berated for a situation that wasn’t their fault or was beyond their control.

As with most things in life, all this boils down to the Golden Rule: Do unto others as
you would have them do unto you. No one is able to follow that rule 100 per cent of the
time, but keeping it in mind could help avoid the next PR disaster.

B @Securitykd
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CALENDAR

June 14-15, 2017

Security Summit Canada

Toronto, Ont.
www.securitysummitcanada.com

June 23-27, 2017

IACLEA Annual Conference &
Exposition

Milwaukee, Wis.
www.iaclea.org

September 13, 2017

Security Canada Atlantic
Halifax, NS
www.securitycanadaexpo.com

September 19, 2017

Retail Council of Canada’s Loss
Prevention Conference
Mississauga, Ont.
www.rcclpconference.ca

September 25-27, 2017
(ISC)2 Security Congress
Austin, Tex.
congress.isc2.org

September 25-28, 2017

ASIS International Seminar and
Exhibits

Dallas, Tex.

www.asisonline.org

October 4, 2017

Focus On Drones
Toronto, Ont.
www.focusonseries.ca

October 18-19, 2017

Security Canada Central
Toronto, Ont.
www.securitycanadaexpo.com

November 6-9, 2017

APCO Canada Conference and
Trade Show

Windsor, Ont.
www.apcocanadaconference.com

November 13, 2017
SecTor

Toronto, Ont.
www.sector.ca

November 15-16, 2017
ISC East

New York, N.Y.
www.isceast.com

December 6, 2017

Focus On Health Care Security
Toronto, Ont.
www.focusonseries.ca

Wealth of online data a mixed
blessing for investigators

he ever-expanding pool of

information available online can
be both a help and a hinderance to
today’s private investigation
companies, according to some
recently released research
published by Cleveland-based
The Freedonia Group.

On the one hand, people
who would be otherwise in
the market for investigations
services may be tempted to do
their own digging online; on
the other, skilled investigators
know how to make the best

Katherine Brink,
The Freedonia Group

use of the Internet.
“It’s kind of been a
double-edged sword with all of the
technology that’s been available,”
explains Freedonia Group analyst
Katherine Brink. “There’s been a large
increase in the number of resources
online for free, meaning that more
individuals are able to look online and
find information easier than in the past.
In that way, having all that information
online kind of competes with those who

are doing private investigations, especially

in smaller instances, just because it is
easier to find data.”

“It's easier to connect
the dots, because there is such
a large cyber footprint.”

There’s so much data available
today, whether it’s public records or the

exponential growth of social media, that
amateurs may be able to find out a lot on

own. Social media in particular represents :

a massive source of information. People,
sometimes unwittingly, reveal a lot about
themselves, often due to not knowing
how to properly lock down or change
the privacy settings on their social media
accounts, says Brink.

“Even if someone has security figured
out on Facebook, that doesn’t mean they

have all their security features figured out
on Twitter or any other social media that
they’re using,” she explains. “It’s easier to
connect the dots, because there
is such a large cyber footprint.”

On balance, though,
investigators tend to come
out ahead, adds Brink. They
“have more resources available
to them,” she says. “They’re
best able to leverage the
information that’s available
today.”

Freedonia’s “Private
Security Services in the U.S.,
15th Edition” offers other
insights and predictions,
notably that private investigation service
revenues are projected to expand more
than three per cent through the year
2021 to US$6.4 billion. (The data is
all generated from U.S. sources, but
the conclusions may be more broadly
applicable to the Canadian market, says
Brink, particularly since they reflect those
drawn from more global studies.)

While Freedonia anticipates continued
growth in the private security market,
some aspects of it are growing faster than
others. “Mature” markets, like guarding,
are still growing, but at a lesser rate. Due
to the already substantial size of this
market, its slower growth may actually be
pulling down the overall growth rate.

Diversification has meant that other
areas of the security business tend to be
growing faster for these companies, says
Brink, particularly in the areas of systems
integration and consulting services.

Diversification has also resulted in
a bifurcation of the market, adds Brink,
between large and small service providers.
The former tend to be the ones that
are exploring other revenue generating
opportunities, whereas smaller companies
are becoming specialists, either in
disciplines offered or geographic markets
served. “It seems to be kind of polarizing
in that regard,” concludes Brink.

— Neil Sutton
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JASIS

INTERNATIONAL
TORONTO CHAPTER

he 24th edition of the ASIS Toronto Chapter’s Best

Practices event, held this April in Toronto, put the
spotlight on popular topics such as drones (how security can
use them and how security can stop them), insider threats,
active shooter events, the image of security (and how to
change it), and money (how the Bank of Canada helps
prevent counterfeiting). For more photos and a complete
summary of speakers and seminars, visit the Canadian

Security website (www.canadiansecuritymag.com).

Michael White, Michael White Group,
along with co-presenter James Acevedo,
Star River, discussed the “Jekyll and
Hyde" aspect of drone technology

Vanessa Collins, senior analyst, Bank
of Canada, demonstrated bank note
technology and anti-counterfeiting
measures

May/June 2017 ¢ www.canadiansecuritymag.com

Lead sponsor Paragon Security was well represented at the Best Practices conference

F

Mivil Deschénes, Mirades Inc., offered
insight into professionalism in the
security industry

Satyamoorthy Kabilan, Conference
Board of Canada, tackled two of the
biggest topics in security: active shooter
and insider threats

ASIS leaders: Peter O'Neil, Michael Brzozowski, Jason Caissie, Tim Pritchard, Mark
Folmer and Scott Jackson
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TAHSS annual conference makes

Vancouver stop

By Brine Hamilton

he 49th Annual Conference and

Exhibition for the International
Association for Healthcare Security
& Safety (IAHSS) was recently held in
Vancouver, marking
the first Canadian
Conference since 2011
in Toronto.

The approximately
250 attendees from
Canada and the U.S.
represented the second
highest attended
program in the history

il A

Martin Green,
President, IAHSS

of the conference. This
year’s ACKE had the
unique distinction

of not only being in Canada but was

also presided over by the association’s
second consecutive Canadian president,
Martin Green. The AC&E was also

held in the home province of immediate
past president Jeffrey Young, with

strong Canadian participation and
representation “proving once again, that
our association is indeed international” in
the words of Green.

Industry leaders, including 12
Canadians, delivered informative
presentations on a wide range of relevant
topics such as:
¢ “Fentanyl - A Public Health Crisis:

The British Columbia Experience”
presented by The Honourable Terry
Lake, Minister of Health, British
Columbia.

Trillium Health Partners received the Lindberg Bell award

in recognition of an outstanding security program

The Vancouver event is the first time IAHSS has held its conference in Canada since 2011, when Toronto was

Images courtesy of IAHSS

chosen as the host city. Approximately 250 delegates attended this year

i e Dan Birbeck, Captain, Patrol/

Communications Divisions, Dallas
County Hospital District Police
Department delivered a powerful and
emotional presentation, “Tragedy
Strikes Dallas: Impact to Dallas
County Hospital Districts” sharing
his experience during the July 7,2016
police shootings.

¢ Brendan Riley, MS, CHPA — manager

of security, Lowell General Hospital
discussed “The Creation and Evolution
of a Secure Behavioural Health Unit” in

¢ avery informative session.

i e “Active Shooter: Innovative Exercises to
i Transform Mitigation and Preparedness
for Response and Recovery” was

(

IAHSS's Ontario Chapter made the trip to B.C. to
support the annual conference

May/June 2017 » www.canadiansecuritymag.com

presented by Chau Vu, Christine Yee
and Jordan Cathey of UCSF Health.
During the Annual General Meeting,

i board members discussed the strategic
plan outlining the associations new

: developments and plans moving

i forward. The AGM also awarded eight

i new CHPAs after they completed their

i examination prior to the ACKE program.
! The ACKE concluded with the IAHSS

{ Foundation Recognition Awards in which
: several of the Canadian attendees were

i among those recognized including: Don

i MacAlister, Chief Operating Officer,

© Paladin Security Group Ltd. (recipient

of the Presidential Award); Trillium
Health Partners, Mississauga, Ont.
(recipient of the Lindberg Bell Award);
Ontario Chapter of IAHSS (recipient of

i the Chapter of Distinction); and Troy

{ Burrows and Joshua Parks, Paladin

: Security Group Ltd. (Medal of Merit).

Mark your calendars for the 50th

anniversary in Chicago, Ill. The 50th
> Annual Conference and Exhibition will
i take place April 15-18,2018.

Brine Hamilton, CHPA, is Supervisor, Security &
i Communications, Baycrest Health Sciences in Toronto.



CANASA presents

Security Ganaida

INTERNATIONAL SECURITY CONFERENCE & EXPOSITION

S T
Stay on top of the latest ‘9‘?‘0« ﬁﬁ'@'ﬁ

trends and security e rqum 4 %‘ 1:
2 W o

Canada’s security industry moves
at an accelerated pace and
Security Canada trade shows
help you stay in the race. Held
in six locations across Canada,
Security Canada trade shows
attract thousands of security
professionals looking to

find the best products and
services the industry has to
offer.

: . Q
iInnovations. Q> -~
> YA
W

&’

A
N

Stay connected. Stay
competitive.
Register today for free.

SCWEST SC ATLANTIC SCCENTRAL
Richmond, British Columbia Halifax, Nova Scotia Toronto, Ontario
June 21 September 13 October 18 -19



SAFE HARBOUR

Canadian ports
are crucial
elements of
our critical
infrastructure

n part one of this two-part look at supply

I chain security, we will look at maritime
security as it relates to municipalities.
Many Canadian cities were built near

a river, lake or an ocean. They were, before

the railroads, the most efficient mode of

transportation. In fact, a large number of

North American cities have

commercial ports handling
cargo and passengers from
around the world. Ocean
shores are not the only
location for harbours.

A good example of an
inland waterway is the St.
Lawrence Seaway System

Canada and the U.S. Ships
from dozens of countries use this route.

Like ocean shore harbours, the SLSS is
located within Federal jurisdiction. While the
commercial harbour in cities such as Toronto
or Hamilton, Ont., is governed through
a Federal agency, the municipality will be
responsible for specific areas.

According to Walter Chan, former City of
Toronto Domestic Ferry and Facility security
officer: “Toronto owns and operates ferry
vessels and facilities requiring a complex and
rigorous compliance process supported by
extensive security planning.”

In this case, the Federal/Municipal
security jurisdictions come into play through
a number of standards and regulations.
Amending the Safety of Life at Sea ( SOLAS),
the main international standard in force
today, is the International Ship and Port
Facility Security (ISPC) code.

Released by the International Maritime
Organization in 2004 it covers both the
infrastructure involving facilities, terminals
and other built assets as well as the operations
taking place on the vessel. It provides
guidance in governance, shipping companies
and personnel through threat identification
and carrying our risk assessments. Other
standards also apply. An example would be
the “Domestic Ferries Security Regulations”
(Ref. Canadian Maritime Transportation
Act 1994). Another example would be when
shipping goods to the U.S., warehouses can
be pre-cleared if compliant with specific
requirements from the U.S. Department of
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“Complex systems and
too much efficiency :
don't mix well. Slack and

redundancy are needed.” :

(SLSS) that serves both b :

Homeland Security.

Whether transporting people and/or
goods via sea, air or land, regional and global
supply-chain systems are made of components
that are part of our Critical Infrastructure
(CI) network. The current framework centres
on systemic resilience. This was prompted by

many factors, one of which

is the Just-in-Time delivery
concept.

Under this model, the
efficiency of the deliveries
is paramount, leaving very
little room for error, thereby
decreasing the resilience we
should be seeking. As has
been previously mentioned,
complex systems and too
much efficiency don’t mix well. Slack and
redundancy are needed to allow for flexibility.

Recall the blackout of 2003, seemingly
caused entirely due to “too much” efficiency
in the power grid. A failure in one part
caused the collapse of the whole as the
interconnectedness transferred the problem
unabated throughout the grid.

Carrying out a risk assessment with
resilience as the underlying objective should
take note of externalities. In their book
expanding on ISO 31000, Organizational
Resilience, James Leflar and Mark Siegel
stated: “Almost all organizations depend
on a supply chain as well as have critical
dependencies (e.g, water, electricity and
telecommunications). Risks assessments that
look only inward are not sufficient to protect
an organization against undesirable and
disruptive events.”

Yossi Sheffi, an MIT professor who
was studying supply chains as far back as
1985, has written extensively on the subject.
Paraphrasing his many talks, his view can
summarized as: There are disruptive events
that have happened before and those that
haven’t. The Fukushima disaster is an
example of the latter. The question is then,
how well are we prepared for both?

In the next column, we will explore the
land-based supply chain — public transit and
cargo security.

Mel Gedruj, OAA, CSPM is the president of V2PM Inc.,
specialized in municipal security management planning.



WHAT ARE YOU PROTECTING?

Understanding
the assets
inside your
organization
will only help

your cause

he journey to implementing

Enterprise Security Risk Management

(ESRM) across your organization
began with our last article — understanding
the appetite your organization has for
developing this critical approach to reducing
risks across the enterprise.

Our next step is a difficult one —
identifying what you need to protect, and who
really “owns” these assets.

Identifying the assets
in your organization is a
critical step within any
ESRM program. It sounds
daunting, but this isn’t a
stock counting exercise.
As a security professional,
your role is not to wander
aimlessly down the corridors of your
headquarters counting laptops, or ramble
through the depths of a remote warehouse
checking stock levels against inventory
control lists. Your approach to this critical
exercise needs to blend business acumen,
common sense, and a bit of investigation
— all skills you already have as a security
professional!

Assets are funny things. They have
different meanings to different groups, and
different values as well. Ask an IT server
administrator what assets are in their charge
and you’ll get a list of boxes, operating
systems and rack locations. Ask the same
question of the sales team that relies on
these servers to host their customer record
management system and the answer you’ll

get is very different —
« client names, buying
habits and sales
contracts are more
important to them
., than the nuts and
= Dbolts and software.
This first phase
of the ESRM lifecycle is
an incredible opportunity to
learn about the entire business
from a unique perspective. The
security professional who rises

*+ N to the challenge and takes
the first steps begins to see
how the assets that make

up the organization have

"It sounds daunting,
but this isn't a stock

counting exercise.”

differing values based on the audience you’re
working with. It’s these perspectives that give
us the opportunity to identify the critical
assets the organization must protect in order
to survive.

In past lives, I had always considered an
asset from one perspective — the people most
closely aligned with supporting the day-to-
day operation of that asset. Early in my IT
security career, I looked
at the assets in the data
centre as being “owned” by
the IT department. In my
mind, it made sense. Only
IT really understood the
value of the asset — how
much software or hardware
cost to replace, where each
device was in relation to the network, etc. But
my viewpoint didn’t take into consideration
the “value” of the asset to the actual “owner”
— the group that relied on that asset to
make a business decision, or operate part of
the company. As I’ve matured my views on
ESRM, D’ve learned that maintaining an asset
is only part of appreciating the value in the
organization.

This maturity also helped me work with
organizations to prioritize their assets based
on criticality to the organization. While
time-consuming and sometimes tedious, these
activities are essential to identifying the assets
an organization must have in place to operate
effectively and efficiently. The benefit of this
exercise is developing a greater understanding
of how the assets interact, and the types of
risks that can impact an asset, a group of
assets, or the organization.

The work we as security professionals
complete in this phase of our ESRM journey
can be used by a variety of teams across
your organization. The data collected can
be shared with your risk management team,
the group responsible for business continuity
and disaster recovery planning, as well as the
insurance and legal departments. This activity
should be considered an iterative process
— it promotes the concept of continual
improvement and assessment.

This first step is tough, but it’s worth it.
Tim McCreight is director, advisory services at Above
Security (www.abovesecurity.com).
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“With new condominiums

on the rise, it pays to

understand their sometimes
unique security policies and

requirements
By Scott Hill

ondominiums are a

different type of animal

when it comes to security

management, and this

is definitely apparent

when discussing security
requirements and upgrades. This
article is prepared using the Ontario
Condominium Act (herein referred to as
Act) as a primary reference, but security
professionals will note a similarity to
other provincial legislations as well.

To start off, condominiums are

built by developers with the primary
purpose of selling the units to individual
owners or investors. When these
investors purchase the units, they
become proportional owners of the
building. Unlike a rental building, where
the developer maintains ownership of
the building and then rents units to
realize revenues on a monthly basis, the
condominium developer has a short
term relationship with the building.
Their goal is to sell the units, get out,
and then move on to the next project.
This transition occurs once a certain
number of units are sold; the developer
of the building holds a turnover meeting
and the first board of directors is

elected from the owners. This Board of
Directors will be the governing authority
of the building going forward.

Problems with the security of the
condominium begin to occur at this
stage for the following reasons.

Due to the nature of the business
and the objective of selling units as
quickly as possible, the developer is
often unwilling to incur the cost of
a good security system, as it is not
considered a main selling feature.
Consequently, security requirements
may not be clearly defined, security
may not be designed into the facility,
and the implemented system may only
meet minimal requirements. On the
other hand, in a rental building, usually
because the builder wants to protect
their investment, more care and diligence
is often shown in defining security
requirements at the earliest stages,
integrating security into the design and
implementing a good quality system.

Once the first Board of Directors
is elected (and the governance of the
condominium is under its control), there
is a process in place where construction
deficiencies in the condominium are
under warranty and the builder has a
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certain period to rectify the deficiencies
(in Ontario, this is covered by Tarion

New Home Warranty Program).
Unfortunately, physical protection
systems are not listed as items to
be warranted; so again, security is
often ignored at this point in the
condominium lifecycle.

The next challenge that
condominiums face is the financing of
any proposed upgrades or replacements
to the physical security system. There are
two main reasons for this.

The first is the allocation of funds,
a common issue... A condominium is
usually mandated to have two separate
bank accounts — an Operating Fund
for the day-to-day expenses of the
building, and a Reserve Fund where
funds are set aside for the capital repair
or replacement of the major common
element.

The issue that arises is that both of
these accounts are funded by the same
source (the owner’s pocket) in the form
of common element fees (“condo fees™).
These fees are set annually and are due
from the owner at the beginning of
each month. There is intense pressure
on the Board of Directors to keep the



PROPERTY MANAGEMENT

condominium fees as low as possible.
Failure to do so has been known to result
in angry confrontations in the building
or ugly scenes at the Annual General
Meeting. In light of this, a number of
Boards will try to tread the path of least
resistance, where they manage reactively
rather than proactively. That is, a
Physical Security Survey (PSS) may only
be initiated following a series of break-
ins or other events, and even then it will
likely be limited in breadth and scope.
The second focuses on the Reserve
Fund Account and the supporting
legislation. In Ontario, legislation
requires that a report called a Reserve
Fund Study, be completed every three
or four years. This report details the
annual contributions that must be made
to the bank account to ensure that the
condominium is in compliance, and
fully funded. This report also provides a
budget and timeline for when common
element items should be replaced
and/or repaired, and establishes the
Capital Repair or Replacement of the
Condominium’s common element
account. Where Boards of Directors often
experience a problem is determining
what is “Capital”? Common usage of
the term suggests that Capital refers to a

major repair or replacement, but different :

condominiums will have a different view
on what constitutes major. Is it $500?
$1,000? $10,000? Usually, this amount
is broken out as a percentage of the total
expenses, which gives management a rule
of thumb for guidance.

Once that has been determined and
agreed upon, the next term that can
cause an issue is “repair or replacement.”
Most condominium’s governing
documents (Acts, Declarations, Bylaws,
etc.) allow for a condominium to replace
existing systems with a similar product.
An upgrade to a superior product or
newer technology could constitute an
enhancement, and enhancements may
require that the Board of Directors hold
a Special General Meeting of all owners
to vote on the proposed enhancement.
This is specifically known to occur when
the cost of the enhancement is significant.
In other words, there is a Substantial
Change to the Common Element. Chaos
has been known to ensue where every

owner in the meeting has a brother,
uncle or friend that knows more than
the experts, can get it done cheaper, and/
or can get it done with a better product.
Inevitably, many of these suggestions
fall by the wayside if they are ever asked
to actually produce a viable solution.
However, achieving consensus remains a

significant challenge. Happily, in Ontario,

there is a clause in the
Act that allows for the
Board of Directors to

effect changes without
the cumbersome
owners’ meeting. A
section of the Act
states that Boards may
substantially alternate
the common element
without notice if the
Board deems the
change necessary to

involved.”

ensure the safety and
security of the people using the facility
(section 97.2.b).

Going back to the comment that
dealt with the system installed by
the developer, most condominiums,
through a lack of knowledge on their
options, choose to keep adding on to an
outdated system rather than evaluate the
vulnerabilities of the existing system.

There is a growing trend in the
industry where condominium Boards
of Directors are more aware of, and
invested in, securing the facility to
ensure the safety of the residents. I have
recently been commissioned by several
condominiums to conduct formal
security assessments of the buildings and
to assist with the project management in
incorporating the recommendations and
security solutions.

There are several ways that security
can be used to bring additional value
and tangible return on investment to all
parties involved in condominiums.

For security professionals, it
is worthwhile to understand the
processes, restrictions and limitations
that condominiums face when
commissioning upgrades or repairs to
the security system. By reviewing the
guiding legislation, the declaration of the
condominium, and the bylaws that have
been passed, the security professional

“There are several ways

that security can be used
to bring additional value
and tangible return on

investment to all parties

will be better positioned to align his/her
recommendations with the guidelines for
the corporation. In this manner, it will be
much easier for the Board of Directors
to approve any recommendations and

in turn implement sound measures in a
timely manner.

For builders and developers; they
would be well served by consulting a
security professional,
like a Board-certified
CPP or PSP, when
i considering the security
 solution for any
proposed building.
This will assist in
proper definition of
i security requirements,
appropriate security
design to meet
those requirements,

and validated
implementation of

the required functionality. In a recent
engagement, I was commissioned to
provide recommendations for a mixed-
use facility so that the builder could use
enhanced security as an actual selling
feature for the building.

And lastly, for existing Boards of
Directors, it would be prudent to have
the current security system examined
by a security professional, to determine
what is working and what needs to be
replaced and/or upgraded. An overall
assessment is an invaluable tool for long
range planning and ensures that those
important, but limited, security dollars
are only spent on items that provide
a tangible return on investment to the
facility. In addition, when the Reserve
Fund Report and budget are prepared,
ensuring that a contingency budget is
set aside for security items is highly
recommended. Very few residents are
going to be disturbed by the fact that
their elected Board is allocating funds
to ensure that they and their loved ones
remain safe and secure.

Scott Hill of 3D Security Services, is a Registered
Condominium Manager (RCM) with the Accredited
Condominium Managers of Ontario, a Physical
Security Professional (PSP) with ASIS, and a
Certified Security Project Manager (CSPM) with the
Security Industry Association.
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ontreal native Michael Calce

knows how dangerous and

inventive hackers can be.
Under the screen name “Mafiaboy,”
Calce caused an estimated $1.7 billion
worth of damage when he targeted and
took down several major e-commerce
sites back in 2000. He was 15 years old
at the time.

He has since reformed, and
established an information security and
penetration testing company, Optimal
Secure, about 18 months ago. He also
recently participated in a documentary
film with HP called “Rivolta” (the
same name he gave his denial of service
attacks in 2000), to raise awareness
about the evolving digital threat
landscape. Canadian Security spoke
to Calce about what it takes to keep
information safe today.

Canadian Security: How much more
sophisticated are the threats today and
how good are the defences?
Michael Calce: Obviously, it has evolved
on both sides. If you’re a white hat
hacker and a security professional,
you’re kind of against the fence all the
time, because, if you look at the way
things have evolved — programs are so
big now and there are so many things
you have to worry about. The amount of
lines of code that are in a program now
leaves much more chance for a mistake.
It’s definitely increased in terms of
the hacker aspect because a lot of these
people are also state-sponsored; they
have resources. It’s a lot easier to get
into a hacking community today with all
the resources and information that you
have at your disposal. All these tools and
exploits are available to you. You don’t
really need to know anybody; you can
just download it yourself and figure it
out from the tutorials.

with Michael Calce,
Optimal Secure

On the flipside... There’s a lot of
security measures that are put into place.
The way data is being put onto Cloud
and people are more cognizant and
using VPNSs. It has evolved on both sides,
there’s no question, but hackers are
always going to have that edge.

CS: Are you seeing a lot of devices on
corporate networks that are not properly
secured or locked down?

MC: One hundred per cent. When I’'m
going to go do a pentest, a lot of these
companies might have their front and
back doors locked but the truth is, the
hacker comes through the pipes. To me,
when I do pentests and I see people’s
security, they often overlook end points.
There’s so many devices being connected
to the network these days. It goes
beyond mobile devices. Printers have
become evolved as well. Printers have
240 functions these days. The way they
operate on a network these days are a
lot different than it used to be. I feel like
a lot of these companies are not paying
attention to that. Next to computers
and mobile phones, printers are literally
the largest group of devices in an office
setting. It ultimately results in multiple
blind spots if these devices are left
unsecured.

CS: It seems like an almost
insurmountable problem. What is the best
way to tackle it?

MC: Really, you have to go to the root of
what computers and the Internet are. If
you’ve figured that out, you’ve realized
that there never will be a 100 per cent
fix, because the protocols that we
developed the Internet and computers
on do not have security built in. DARPA
combined with CERN Laboratories are
the people who developed this... It was
meant to be a tool of communication
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[for] physicists talking to each

other. Was it meant to be the tool of
commerce that we’re using it as today?
Absolutely not. We’re kind of just
tacking security on as an afterthought.
You can never make anything secure
with that in mind, if your foundation
is not there... The very best we can do
is mitigate the risk... In most cases, it
works. Unless a hacker is targeting you
very specifically, they’re not going to
spend too much time on you, because
they would rather move on to low-
hanging fruit.

CS: What about the social engineering
aspect of hacking?

MC: Still to this day, it’s proven to be
the most effective. The human element
always proves to be the weakest. Social
engineering is such a fantastic tool.

It’s almost like people are begging to

be manipulated. That’s proven time
and time again. Just look at a lot of
breaches that are going on. It’s through
email phishing vectors. What is going
on here? Either it’s people are not being
trained enough or they don’t care. It’s
still a huge issue. A lot of people are
also doing this physically. You, for

$50, can buy a [USB device] which will
open a reverse shell or a number of
things. People are dressing up... saying
they work for an electric company

and getting access to these companies.
These attacks are still prevalent. In my
experience, if someone hires me, I know
for sure — any test that ’ve done, not
once has social engineering not worked.
It’s just that effective.

CS: A term that gets used a lot is “script
kiddies” — people who may not have
skills but are able to download exploits
and deploy them. How big a threat are
they versus skilled hackers?

MC: To me it’s equally a threat. Maybe
the script kiddie might be even more
of a threat because they’re much

more destructive. Other hackers are
dangerous, they they’re focused in what
they’re doing. There’s structure there.

{ With a script kiddie, it’s an unknown

variable. You don’t know what they’re
going to do.
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By Renée Francoeur

ohn Slater, CEO of Commissionaires Northern
Alberta, says, if he could, he’d have an unmanned
aerial vehicle (UAV), or drone, in the back of each
of his patrol trucks in the future.
“The clients have been more than
happy,” Slater says of those who’ve enlisted
Commissionaires’ drone help in Alberta. “We’re
told it’s cheaper than flying a manned aircraft or
helicopter and the visual record is much better,” he
adds, speaking specifically about companies who
have used the technology for pipeline surveillance.
Slater’s enthusiasm is hardly an isolated account. Last
summer, The Freedonia Group released research stating
the demand for UAVs in the U.S. is projected to rise 10 per
cent annually to US$4.4 billion in 2020, and the number of
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Unmanned aerial

vehicles are
potentially opening
new horizons for
security practitioners

vehicles sold will more than double to 5.5 million.

But is the use of drones, especially for security purposes,
here in Canada gaining ground?

“I definitely see [drones] gaining traction,” says David
Cooke, founder and chief pilot at Canda, which provides
drone video and photos services, based in Sarnia, Ont. “So
much can be done with a small device of 750 grams. A
10-year-old can operate these things.”

Cooke says he’s currently exploring several different
aspects of putting drones to work with Lyndon Security, a
mobile patrol and security guard company with locations in
Sarnia, St. Thomas, Hamilton and Welland, Ont.

“Some of [Lyndon’s] customers are industrial
organizations where we can go and fly the perimeter fencing
in an hour, which would take two people in an ATV several,”
he notes.

Cooke says Lyndon has also recently been in touch
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A Commissionaires drone pilot gets some flight time in at the Alberta division.

with the Sarnia Solar Farm, and hopes to use a drone for
surveillance on location there in the near future.

“From there, we could even use drones for operations and
maintenance throughout the solar farm,”
adds Cooke, who also holds the Special
Flight Operations Certificate from Transport
Canada.

“Lyndon is really being progressive
about the technology and I think they’re
ahead of the curve in realizing they don’t
need to be qualified themselves to run
these machines. They can hire people and
resources who are certified by Transport
Canada on a part-time or as-needed basis,
rather than invest an entire arm of their
security company.”

While Lyndon is Cooke’s only active
security-specific client at the moment, he
says the interest is there, citing a recent
incident when he was filming the Port
Franks Wetlands for a wildlife conservation authority.

“A security company dropped by and asked what we were
doing and they were very interested themselves,” Cooke says.
“They were asking how much [the drone] cost, what it would
take to get one themselves and how to make the most of a
drone.”

The RCMP says it has been making the most of drones,
starting in 2010 when it began pilot testing “Remotely
Piloted Aircraft Systems” (RPAS) in Saskatchewan, where
they were used for crash scene investigation, traffic accident
reconstruction, search and rescue, major crime investigations
and emergency response team calls, according to Cpl. Annie
Delisle, media relations office.

She says the RCMP uses Vertical Take-Off and Landing

..................................

“If they meet our

regulatory requirements,
they'll be free to operate
when and how they
want, as long as they're

following the rules.”

— Aaron McCrorie, Transport

Photo courtesy David Cooke

"| definitely see [drones] gaining traction,” says David
Cooke, founder and chief pilot at Canda.

(VTOL) helicopter Remotely Piloted Aircraft Systems
(RPAS) and currently has over 200 RPAS operational across
the country, all purchased from six companies: Dragonfly
Innovations, Chaos Choppers, Aeryon Labs,
Lockheed Martin, Aerovironment and D]JI.

Delisle says the RCMP foresees an
increase in RPAS use as the technology
continues to advance as they are a “cost-
effective means of obtaining airborne high-
definition photographs and video without
using police aircraft.”

Meanwhile, G4S notes some of its
large mining and oil and gas customers in
Canada have expressed an interest in using
drones as part of their overall security
program, according to G4S directors Rob
Plume and Joe Young, and Jack Wu, CEO of
Nightingale Security, G4S’s drone technology
supplier.

“Drones will become increasingly more
common and we expect to be consulting with our customers

Canada

more and more with respect to drone technology,” according
to an email sent to Canadian Security and signed by all three.
The costs to outfit a large perimeter with security cameras and
sensors “can cost millions of dollars — and a drone system
can be deployed for a fraction of the cost.”

At the same time, interestingly, G4S says it has been
called on for help with counter-measures to drones. The G4S
Corporate Risk division reports it is increasingly receiving
calls from government customers and large multinationals for
“help understanding the drone threat from those who may use
them for nefarious reasons.”

One example of this occurred on the set of the popular
“Game of Thrones” TV show in Northern Ireland, which
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The RCMP says in 2010 it began pilot testing “Remotely Piloted Aircraft Systems”
(RPAS) in Saskatchewan.

G4S secures. “Drones are being flown overhead by curious
amateurs and people looking to sell plot spoilers to media and
entertainment websites,” Young, Plume and Wu told us.

G4S management says it addressed the problem by
informing the Civil Aviation Authority, which sets the rules
for drone flying in the U.K. These include a ban on drones
with cameras from going within 50 metres of people, vehicles,
buildings or other structures, and requiring drones to stay
clear of congested areas or large gatherings such as concerts
and sports events.

Commissionaires dove into drones about three and a
half years ago, according to Slater, when an industrial client
outside of Edmonton acquired one to survey land in swampy,
hard-to-access territory. This led to a lead Commissionaire
being trained and certified as a drone pilot and the security
company went on to purchase its own drone and insurance so
it could operate as a legal entity.

“We’re dual-track with drones,” Slater notes. “We operate
drones for companies who have one and we also do some
R&D with our own.”

This research includes testing out special lighting for night
flights (strobes), he elaborates.

“We haven’t quite got into that yet,” he says. “But we’re
going to get into that. Even in daylight, we’re still learning
how to get good pictures in certain lighting.”

Commissionaires is a federation of 15 independent
companies and Slater says only the Alberta and Nova Scotia
divisions own and operate UAVs.

“The Nova Scotia division has taken a different track;
their business model is to operate the drone in other areas
— with real estate agents and/or checking cell phone towers.
They’re prepared to use the drone in a much wider fashion, in
which security is just one dimension.”

For Slater, the biggest hurdle with the technology remains
the regulations.

May/June 2017 » www.canadiansecuritymag.com

Photo

courtesy RCMP

In fact, he says, “we learned it all comes down to
regulations.”

New rules from Transport Canada (TC) are slated to be
released this June, according to Aaron McCrorie, director
general of civil aviation at TC. He says this will make
commercial operators’ lives “a lot easier” and that there will
be no new requirements for them.

“There will be a big difference. They’ll no longer have to
go through the process of getting a special flight operating
certificate. If they meet our regulatory requirements, they’ll be
free to operate when and how they want, as long as they’re
following the rules. It’s a huge reduction in the regulatory
burden for them to operate.”

McCrorie says he also anticipates “tremendous growth
in the use of UAVs,” noting the buzz right now centres on
operating within “visual line of sight” and “we’re seeing a
huge increase in the number of people operating out there and
I assume that expansion and growth would be mirrored in
the security industry and as we move to beyond visual line of
sight I expect that to grow even more.”

While the most significant challenge remains
understanding and being aware of the rules, McCrorie says
he’s “seeing UAVs being used a lot for search and rescue, and
law enforcement in terms of incident response.”

G4S also notes drones could be valuable in wildlife
monitoring, demonstrator and protestor monitoring, traffic
and access point monitoring, and even serve as a public
announcement system.

“More and more drone systems are used autonomously
with different sensors in different settings to do certain
actions upon detection of an event,” G4S says. “For example,
a sensor tripped on a secured fence can activate a drone to
sweep the area with a thermal scan and look for intruders and
automatically place calls to local law enforcement and inform
the concerned parties. When an intruder is detected, the drone
can follow the intruder and capture all the details for further
investigation.”

Slater also has big dreams for drones.

“Rather than just going up as we do, in some cases, and
checking the front gate on an industrial site to make sure it’s
locked, I’d like to be able to not only rattle the front gate
but launch the drone and fly a pre-determined flight with the
mobile patrol operator watching the live-feed video — so
he’s not actually walking or driving the site but has real-time
surveillance,” Slater says. “That could be done today.”

Slater credits Commissionaires’ evolving work with drones
to its mantra for “always looking forward,” pointing to 17
years ago when the company got involved in dark screen
identification and built one of the first fusion centres in
Canada.

Plume, Young and Wu agree it’s about keeping pace with
foreward trends, noting drones are a visible deterrent, as well
as a force multiplier that improve the existing capabilities of
security guard programs while offering “superior mobility”
and covering larger areas.

Plus, they say, a drone is “always on duty.”



TO PAY OR NOT TO PAY?

m Eldon Sprickerhoff is

founder and chief security

strategist at cyber security
company eSentire
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(www.esentire.com).

According to the FBI, ransomware
attacks grew by more than 300
per cent in 2016. Its overwhelming
effectiveness has made it an attack
method of choice for cyber criminals
and its continual evolution is what helps
its variants evade the security defences
working to detect them.

Odds are, many more organizations
will be faced with a ransomware attack.
The key to dealing with ransomware is

understanding how it works and the steps

. that should be taken to limit damage

© in the event of an attack. With proper

i planning and preparation, as a business
leader, you should never find yourself
asking, “to pay or not to pay?”

Additionally, ransomware is not

just I'T’s problem. The increase in the
number of ransomware attacks and

their growing effectiveness in crippling

i a business require prevention at the

core of the company’s cybersecurity
policy. Ransomware demonstrates that
the responsibility for cybersecurity
practices is not limited to the information
i technology team or even the security
team. Every level of an organization plays
a role in protecting its networks against
cyber-attacks. Additionally, while a lot of
firms see third-party service vendors as

i an extension of their organization, they

can actually be the weakest security link.

When looking into third-party vendors

i it’s important to ask if their cybersecurity
i posture is up-to-date.

If your company experiences a

ransomware attack, they should never
pay the ransom. There is no guarantee

i that the hackers won’t already be in your
network. Plus, by paying a ransom, you
put yourself at risk for future attacks; if
a hacker is successful the first time, they
will try again. Many also assume that

i once you pay a ransom, your files will be
fully restored, but this isn’t always the
case. Depending on the variant of the
malware, you may receive some, all, or
none of your files once you pay. It’s just
not worth the risk. By regularly backing
i up your system, you’re insuring yourself
so if you do get hit with a ransomware
attack, you can wipe your system and

© restore from back-up.
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THE LITTLE YOU KNOW

same goes for security certifications,
by the way. Plus, the author explores

neary | The Campaign Against Established
THE DEATH :
OF EXPERTISE Knowledge and Why it Matters

how people (including the experts
themselves) tend to think that
expertise in one field creates

" ByTom Nichols
Ueiirtiny Ao Oxford University Press
mii b letters ISBN: 9780190469412

expertise-by-osmosis in
others. Dr. Ben Carson,
S an expert neurosurgeon,
TOM NICHOLS y\ believed it translated

T e .\ into qualification for
the U.S. presidency.
How many celebrities,

uthor Tom Nichols teaches at the phenomenon occurs with no education in
U.S. Naval War College and the when people are health or nutrition, give
Harvard Extension School and he’s so clueless about diet and wellness advice
written several books. something that’s followed by millions?
He was also once an aide to a U.S. they are unable Granted, many are just a
Senator, so he’s able to be called an to recognize front to bring in customers,
expert in a few disciplines. But, as he i their lack of but some actually believe
tells us in his latest book, his expertise © knowledge their own hype.
is devalued nowadays simply because i and somehow Nichols accepts that
people who disagree with him believe i think they’re experts can be wrong.
their opinions are equivalent to his facts. competent at But he points out the
He explains this in the book, “The it! We all know difference in being
Death of Expertise: The Campaign i someone like that. wrong by assessing
Against Established Knowledge and (And many of us available information
Why it Matters.” He says the death are one, in one topic or and perhaps reversing
of expertise “is not just a rejection of another— we just don’t a position later when other
existing knowledge. It is fundamentally recognize it either!) evidence is found, and
a rejection of science and dispassionate Each chapter builds steadfastly believing the Earth
rationality...” Where have we seen i nicely on the antecedent and is flat just because it is what it is!
examples of that lately? He also says his after setting the reader up with the The book is about 250 pages, but
book is about “the relationship between understanding of the what, he gets they are dense. Every sentence has
experts and citizens in a democracy, why into the how. He discusses how once something to say and there’s little
that relationship is collapsing, and what university students went to learn — or | meaningless drivel (oh, the joy of
[we] can do about it.” i be taught. But now universities and reading something written by an expert).
Experts are necessary because not colleges see students as customers — That said, it is a complex subject and
everybody can know everything. We they are “consumers” of university the reader will need half-a-brain to get
can’t perform open-heart surgery on services and the education part the most out of it — so pay attention.
family members or pilot a jet. Most of diminishes as the whole university Years ago I reviewed a book in these
us prefer to have an expert do that for experience comes into play. Learning pages, Bruce Tulgan’s “Not Everyone
us. But at the same time, if there’s an i became secondary and since “the Gets A Trophy: How to Manage
expert people disagree with, instead of customer is always right,” students Generation Y.” If you are managing a
re-evaluating their mostly-uninformed fail courses more rarely. The author is contemporary workforce (which will be
viewpoint, they dismiss the expert. (Take a professor and gives some first-hand i getting younger every day), I desperately
climate change, for example.) examples of this. recommend you read it and this book by
Nichols discusses “confirmation And I get what he says right away, Tom Nichols.
bias” in depth — how we choose i because I see it too. Recent graduates ------------------------------------------------------------------------------
to believe things that support what : arrive and believe that their degree or : Derek Knights, CPP, CISSP, CFE CIPP/C, PCl, is the
we already think and disregard the diploma is the culmination of their i senior manager, strategic initiatives, global security
rest — and throws in the “Dunning- journey to competence, if not expertise, and investigations, at the TD Bank Group (www.
Kruger effect” for good measure. This i rather than the beginning of it. The © tdbank.com).
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Multi-directional
cameras

Hanwha Techwin America
New Wisenet P IP Multi-
Directional Cameras are available
with 8MP (four 2MP sensors)
and 20MP (four SMP sensors)
resolution. The new cameras’ key
features include: motorized varifocal lenses for easy and remote adjustment;
built in licence-free video analytics; high frame rates of 60fps (8MP) and
30fps (20MP); and 120dB Wide Dynamic Range (WDR) for highly contrasted
lighting environments. The new Wisenet HD+ AHD Multi-Directional Camera
features 8MP (four 2MP sensors) resolution. Features include: 100 dB WDR,
Magnetic camera mounting, HLC, and True Day/Night.
www.hanwhatechwin.com

Multi-sensor camera

3xLOGIC

The VISIX V-Series 2MP indoor Multi-Sensor camera includes the ability to
host VIGIL Server, allowing the camera to record
video to the onboard SD card, with full search
capabilities in VIGIL Client and in the View

5 Lite Il and infinias mobile apps. VIGIL Central
Management (VCM) can be used to monitor
online/offline and recording status as well as
number of days of recorded footage. Built-in

3XLOGIC | i )
-~ Passive Infrared (PIR) sensors, two-way audio :
\ // | with VIGIL Server, and digital I/0 allow the Multi-

and video recorder in one small unit. Paired
with an elDC32 and inifinias CLOUD, users can
achieve a completely serverless access control

sHRnRnn
- [

and video system without having to store video in the Cloud.
www.3xlogic.com

Qognify

Qblock is a turnkey NAS VMS

is a unique offering built on = cision
industry’s leading technology

future growing needs. Combining the VisionHub VMS, Dell EMC’s Isilon
storage and PowerEdge compute, Qblock features an IT Grade solution with

NAS/VMS solution

solution designed for the

surveillance industry. Qblock

from Dell EMC, bringing together

NAS and VMS technologies to create a solution that addresses today's and
zero data loss, low risk deployment, centralized management, and expansion
and scalability without the need for re-architecture.

i LPR camera

Digital Watchdog

The new 4 Megapixel License Plate
Recognition (LPR) MEGApix camera offers
a solution for applications looking to

i capture licence plates in moving vehicles
up to 50mps. The camera is integrated with
DW Spectrum IPVMS. These MEGApix IP cameras deliver clear images

at 4MP resolution and real-time 30fps performance. The new 4MP IP LPR
camera delivers plate capture both day and night with a 6-50mm P-Iris lens

i and Smart IR up to 100 feet, capturing images from a range of 13 to 100
feet in moving vehicles up to 50mph (80kph). The LPR camera comes in a no
fog or condensation under any conditions bullet housing to ensure licence
plates are captured no matter the lighting challenge or weather condition. All
MEGApix cameras are ONVIF conformant.

¢ www.digital-watchdog.com

Sensor to be an alarm annundiator, audio system, '
challenging lighting conditions, featuring integrated, dual, day/night
mechanical IR cut filters. For applications with strong backlighting, reflections
¢ from wet flooring, or contrast due to fog or glare, optional Wide Dynamic
Range (WDR) equipped 4- and 6-megapixel models are also available.
www.arecontvision.com

i Dual sensor camera

© Arecont Vision

A single compact MicroDome Duo camera can be mounted on a wall
or ceiling to cover two different views simultaneously. MicroDome Duo

offers fast frame rates and a choice of 4, 6, or

__ 10-megapixel resolution models. Each camera
\ / is available with lens options ranging from 2.1
to 16mm. SNAPstream (Smart Noise Adaptation
and Processing) technology reduces camera
bandwidth consumption in all Duo models
without impacting image quality. The MicroDome
Duo series is designed for applications with

i Fisheye camera

¢ lllustra

i The new lllustra Pro 12MP Fisheye

provides high-quality 360° or 180°

©panoramic video. The camera's ePTZ

movements are smooth, creating even
 transitions between pan, tilt, and zoom

i movements, while onboard dewarping technology
provides distortion-corrected video streaming. The camera'’s integrated

R illuminator provides video up to 15 meters in even the worst lighting
conditions. The fisheye camera can be mounted on a wall or ceiling and
uses Power over Ethernet, which eliminates the need for cables and reduces
¢ installation time and cost.

© www.illustracameras.com
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ANIX(ER

Complete Security Solutions
from First Call to Last Shipment

Get all the product and support services you need, when, where and how you need
them. From creating bills of material to product testing to job site deployment, we're
there every step of the way to help you meet your customer commitments.

For more information, A“IK‘E‘ S —

visit anixter.com/security.

anixter.com tri-ed.com Products. Technology. Services. Delivered Globally.




Securing your
properties and

your business
continuity

|ntegrated risk management solutions Our clients trust us to protect their business.
. . . We take that responsibility seriously.

and elite real estate security services That is why we focus on reducing risks and

for properties’ owners and managers. protecting their profitability through:

From corporate buildings to condominiums,
GardaWorld’s security professionnals , , ,
.. . Highly-trained security guards

mitigate safety risks of staff, tenants and _

. . . . . . = Mobile patrols and 24/7/365 alarm
visitors alike. Dressed in either a concierge response units
style or a military uniform, they are
ambassadors who protect your brand,
assets and reputation.

= Security assessments and fire prevention
s Event security services

= Administrative support

Contact us for more information
1855 GO GARDA (464 2732)
garda.com/ps

GARDANORLD



